2 KYOCERT

Delete and Import certificates via Kyocera Net Viewer
This guide shows you how to delete and install certificates on one or many devices via Kyocera

Net Viewer. This can also be done via Kyocera Device Manager.
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Root Certificate
Root Certificote 1: 5
Seftings Delete
LT T T E e —— ‘ Status : Activa
Device Corificote 2: f = ”
| semings | Delste Subjoct : C=Fl, O=Telia Finland Oyj, CN=Telia Server CAv3
Status . Active
Expiration : 2043/11/29
Subject C=SE, L=Gustavsberg, O=Varmdo kommun,
CN=mygvormdo.se s N F
Expiration : 2026/09/29 ook Cciicots2 Settings ] Dslsts

Wocskbe: o Status : Active

BEEFELOSE £ 210 L i»
Display name: IP address ~Host name Tonerlevel Descrption Location Wodel name
i 0 D i
N A N S T R |
> @ TASK] Properties TA06-1 [T ] TASKalfa d06ci
> @ Task Refresh Tas0e [ I TASKalfa 5081
» @ Task]  Devicehomepage TA30SG 1800 Showroom Keta TASKafa 308ci
=1 P Deviee > @ TAskq Remove from view I TA35546iCSSD 10 8O0 ver.NO3 TASKafa 3554ci
S Generl view > @ TASKY  Delete device TAGDS4 08 ED TASKaifa 6054ci
;i Capabity view
= Counter view > QTS g ) [TAs0S4 1800 ver 01 TASKafa 405ci
&= Fimware view » @ ECOS P3155dn-106 [ ] ECOSYS P3155dn
S Assetview > @ Ecos etfication setings KMEC2175 1 ECOSYS PAZ500
= Mapview Communication settings
> @ Eco v " pr— 0 m_o g ECOSYS MA350icitx
> @ Eo S ECOSYS P2235cw
» @ ECOSYSPAONc  172.20.44104 Restart devices BADATESSATICTID ECOSYS PAZ500ex
b € ECOSYSPA2IDDewsx 1722044102 CEne e o ECOSYS PAZ100eunc
b @ ECOSYSPA2IDIcwx 1722044102 Manoos optionsl functions ECOSYS PA210Tcw
b € ECOSYSMl2dcidn 1722044101 Manage certicates. ECOSYS ME124cidn
b € ECOSYSPASSDR 172204493 Upgrade firmware ECOSYS PASB00c
b @ ECOSYSMASIOx 172208452 Device default seifing= ECOSYS MAZ500%
» @ ECOSYSP3260dn 172204486 Device system scitings ECOSYS P3260dn
b € ECOSYSPAIDMwx 172204481 Device network settings ECOSYS PA4000u
> € ECOSYS MA2600cwix 172.20.4480 Authentication settings ADFASASIFFIDI546 | 4DFASASTFFIDI546 | ECOSYS MAZSIowhx
> € ECOSYS MAADIDWE 172202471 Network groups ECOSYS MAZ000wx
TCP/IP Send Dat..
Remote services.
Register device..
2 of 22 devices selected H |
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Delete device certificate

Right klick, Advanced, Manage Certificates...

Fle it vew Deice e

i e 1R E—(
Deetedevice Tasase "] ThSKata 60546
ot s (TSt [ | verso1 TASKsfa 40540
Patasan 106 1 ECosYS Patssn
- | oo
o e [ oo
o et r ECOSYS P22350w.
@ ECOSYSPAISNx 1722044104 Retart deices GBADATESSATICTID ‘EC0SYS PAZSI0e
© ECOSYS PAZIOGGw: 1722044102 Manage applications. ECOSYS PAZ100cwe
raam ) e o ot
© ECOSYSMET24cn 1722044107 ECOSYS MB124cdn.
© ECOSYSPASSIX 172204433 Upgade firmuare.. ECOSY'S PASS00:
O Eosswsl 4% Devic dfat setings £cosvs Iaisoae
e e e e
& omeromns e e ]
© ECOSYS MAZ6D0cwEe 172204480
© ECOSYSMA0DWE 172204471 'EQOSYS MAADODMx
R
Select an action to perform on the selected devices Select the certificate type Select a certificate to delete
O Import certificats. e {® Specify subject of the certificate:
@ Delete certificate. [ J
CE2S O Select certificate fil
O Assign device cerificate fo protocols ‘
O Retrieve certificate via SCEP [ =]
Enter certificate password:
[ J
[ ook | [hes | e ] [ <ok [[ Meot> [ Canod | [<Bock [[ o> |[ Comcal |
: ” ”»
Device Web page "Command Center RX
Security Seftings | Select a certificate to delete
Davice Cartificate 2:
e [ oo |
Status : Active
Subject ; C=8E, L=Gustavsberg, O=Varmdo kommun, O ey
CN=mygvarmdo.se [e=se.L .0 .Cl J
Expiration : 2026/09/29 Ol caise e e e
ProtocolsinUse:  coemooooo I ‘ ‘ Browse. ‘
Enter certficate password:
B e | |
Davica Cartificata 3
C=SE, L=Gustavsberg, O=Varmdo kommun, CN=myq.varmdo.se
<Bsck | [ Met> | [ Concel |
- -

Confirmation

[Target devices:
TASKafa 2554 (172.20.44.133)
‘TASKalfa 25540l (172.20.24.134)

Operation type:
Delete ceticate

(Certficate type:
Devie cetficate

(Certficate subject:
€=SE, L=Gustavsberg, O=Vamdo kemmun, CNmyq.vamdo se

Copying settings to device successfully finished.

I

[ <Back  |[ Fmsh | [ Gencel

Copying seftings to device successfuly finished.
]

| Mame Addreas Host rame

722044133 TA2554EDU1

4 Repeat until all necessary device certs are deleted
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Delete Root Certs

Right klick, Advanced, Manage Certificates...

00000000000 00000000D

1
- 1
Properties 0
s Refresh ]
= Device home page ey i
TS Remove from view TA3E54CSSD. 1]
TASKL  Delete device [Tasss 1]
TASKE  eg [TAdose 1]
€0 ptsan 106
coe|  Neticaion setings s
Communication setting: r
Advanced | setmutiple devices..
ECOSYS PAISI: 1722044104 Restant devices..
oS PRI | 172204102 Manage applcatons...
e Manage optionel functions...
e Manage certficstes...
ECOSYSPASSI 12204493 G
EcoSYSMASOD | 172204492 Device defaut sttings
ECOSYSPaEOR | 172204436 Device sstem sttings
ECOSYS PAMID 172204481 Device network setings
ECOSYS MAZS00cwée 172204480 Authenticaton sttings
ECOSYS MACODWE | 172204471 Netwerk groups

TCP/IP Send Dat..
Remote senices.
Register device.

BADATESSATICTID

TASKa 406ci
TASKafa 5086
TASKafa 308
TaSKafa 35540
TaSKaFa 60540
TASKaFo 4Dt
ECOSYS Patssen
ECOSYS PASSD
ECOSYS MAIS00k.
ECOSYS P2235d
ECOSYS PAIS00ex
ECOSYS PAZIOGCw:
ECOSYS PAZIDTowe
ECOSYS Mg124cdn
ECOSYS PABSIOC
ECOSYS MASOD:
ECOSYS Pa28tin
ECOSYS PASDION

‘Snowoo Ksta
verNo3

vers01

ECOSYS MAX00DEK

20f 22 devices selected

Select an action to perform on the selected devices

Select the certficate type

Select a certificate to delete

O Import certificate.

@ Delete cerificate

O Retrieve certificate via SCEF

O Assign device cerlificaie o protecols

<Bock | [ net> | [ Cemcal |

O Device cartificate.

® Root certificate.

@® Specify subject of the cerificate:
[ J

O Selectcerificate file:

[ ] [ Browse— |
Enter cerfficate password:

[<Back |[ Mea> | [ Cocel <Back ez >

Device Web page "Command Center RX”

l

Root Cortificote 1:
I Settings ] I Delete
Status : Active
Subject : C=Fl, O=Telia Finland Oy}, CN=Telia Server CAv3
Expiration : 2043/1/29
rtificate 21
Root Certificate 2 Softings Delote
Status : Active
Subject : C=Fl, O=Telia Finland Oyj, CN=Telia Root CAv2
Expiration : 2032/10/18
Root Certificote 3:
L Settings Delete
Status : Active
Subject : O=TeliaSonera, CN=TeliaSonera Root CA v1
Expiration : 2032/10/18
Confirmation
Target devices:

TASKafa 255401 (172.20.44.139)
TASKaka 2554ci (172.20.44.138)

(Opesation type:
Delete cettificate

Centficate type:
Root cerficate

Cenficats

e subject:
0=TelaSonera, CN=TedaSonsrs oot CA v1

Select a certificate to delete

® Specify subject of the certificate:

==mS oo F), O=Telia Finland Oyj, CN=Telia Server CAv3

O Select certificate file:

R
C=Fl, O=Telia Finland Oyj, CN=Telia Root CAv2

O=TeliaSonera, CN=TeliaSonera Root CAv1

[ <Back [ Nea> ||favce“|

Sending data to device

Copying settings to device successfully finished,

< Back

Copying setings to device successfull firished.

I [ <o |

| hame Addrese Host name Action Reaut |
7 TASKala 2554 1722044133 TAZSSEDUT __ Delels cetficate E

i i

Repeat until all necessary certs are deleted
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Install Device Certificate and Root Certificates

P31650n-106. ECOSYS P3185cn

5 - -

> @ Eo KMEC2175 ECOSYS PA4500«
> e i m_nn £005YS MATSeEC
B — £C0SYS P2z35d
> @ ECOSYSPABNG: | 1722044104 Restart SIDATESSATICITD ECOSYS PATSDD
> @ ECOSYSPRNGM | 1722044102 " ECOSYS PAZI00Gw
30 2202 m ECOSYS PAZIDIGwE
r 9 22010 M EC0SYS a1zt
@ EosvseAssIN 12204453 Y £00SYS PASSODC
> @ EosvsMAMSI 124 > £0SYS MALSDGx
> © eosvseuin 12204 o 20055 Pizelen
> © EOSYSPMIN 12204481 o £00SYS PAIOOME
> © ECOSYSMAZ00cw 172204480 n

> @ ECOSYSMAADOwE 172204471 Networt ECOSYS MA4DODWEX.

20f 22 devices selected

Select an action to perform on the selected devices Select the certificate type Select the certificate package and configuration for the device
@ Import certificate.
© Device certiicate CSV confguration:
O Delete certficate [ | [ onse.

O Root certificate
ZIP package:

[ [ eome. |

[ Assign device cerificates to protocola

O Assign device certificate to protocols

O Retieve cerificate via SCEP.

<Bak Nt >
o cemmeeswp [
Select the certificate package and configuration for the device CSV: t h ree co lu mns
Devicelserial, PFX(pl2) Certificate name,Certificate PWD
€5V confouraten Device2serial, PFX(pl2) Certificate name,Certificate PWD
[CATEST\Cet\certimport csv | [ Browse. . A . . ., .,
— Device3serial,PFX(pl2) Certificate name,Certificate PWD
IERTEST T ot | e Devicedserial, PFX(pl2) Certificate name,Certificate PWD

] Assian device cerificates to protocols

The zip file can contain only one device certificate, wildcard or

all unique device certificates specified in the CSV-file

Confirmation

Taroe! devices.
TASKafa 2554 (1722044139
TASKafa 2554ci (17220 441134)

(Operation type:
Inpod cotficats

Cetticate type:
Device cetlicate

(CSVfie ame:
CATEST\Cert\estimoor cov

é restart the lete

I B | ==

The device certificaie already exists oris invalid

If the PFX (P12) includes all necessary information, all certificates,
Device and Root(s), will be installed at the same time.
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Manage certificate on one single device
Right klick, Edit, Certificates

BREGLOS G- &L
»

@ Nowviow aiden = Hos name. Torwsbovel Oacrgton Location. HModel name
| > @ TASKata 25540 12204414 TAZSBAEDUZ goNa0 TASKake 25540
b O TASKats Broperties 1 1 [ ] TASKats 40
) @ Taes e 1 1o TAskate 5080
> @ Taskn Device bome page B 1 E00 Showrsom Kata TASKats X
» @ sk Remaye from view Bacsso 10i0 o N0 TASKata 35540
b @ TE  Ddendeice A geieg ThSKate 540
» O Ak o e versot TASKal 4054
> © osvse ‘ ECOSYS P3155n
» @ Eosrspy  Nesonseiogs [ cuten ecosTs Passo
» @ ecosys. Sommunication ings ‘ 1t F 1] ECOSYS MAJSO0ch
» @ wosyseal Advnced A | B ECOSYS P22
b @ ECOSYSPANO 1722044104 pay  dtoredjobs 1]
> © ECOSYSPAI0oe | 1722044102 Espf  Documenthor ] ECOSYS PAZI00cwx
b @ ECOSYSPAZIONwx 1722044102 PA2Y Vet i 1] BCOSYS PAZ1DTowr
b O EDSYSMIIMak 1722044101 ESM{  Agplications 1} ECOSYS M1240h
> O EOSYSPASSIX 122049 P Cioudsccom ECOSYS PASSO0:
> O KOSYSMASON 12204482 MALSLU " ECOSYS MAS0M
b © EOSYSPINOM 172204486 KMC256%8 Il ECOSYS PI260n
b © ECOSYSPADOOM 172204481 PAOOOW 1 ECOSYS PAUOOOw:
b © ECOSYSMANOIWR 172204480 MAZSOewts 1
b © ECOSYSMAKOOWE 172204471 MACOOWER 1 ECOSYS MAKONWE
1 6f 22 devices seected

Select one or several certificates

Add (+) and Delete (x) in the upper left corner

TASKalfa 2554 (172.20.44.134)

Protocals Expiration I
Cther protocals HTTPS...  8/7/2030

Device cerificate 4 Inactive
Device cerificate 5 Inactive
Root certficate 1 Active CN=Teliz Server CAv3.. 11/25/2043
Root certficate 2 Active CN=Teliz Root CAv2. . 10/18/2032
Root certfficate 3 Active CN-=TelizSoners Root 10/18/2032
Root certfficate 4 Inactive
Foot certfficate 5 Inactive
1 of 10 records selected

TASKalfa 2554ci (17220.44.134)

BERGpL OO

Certiicate number | Status Subject Protocols
Device certificate 1 Active CN=KMC09CA3, C=GB  Cther protocols, HTTPS
Device certificate 3 Inactive
Device certificate 4 Inactive
Device certificate 5 Inactive
o

Root cerificate 4 Inactive
Root cedificate 5 Inactive

I 4 of 10 records selected
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Notes

& Certificate
General Detalls Certification Path

Certification path

55 TeliaSonera Root CA v1
B8ES| Telia Root CA v2
~L55] Telia Server CA v3
“-5] myg.varmdo.se

Certificate status:

View Certificate

This certificate is OK.
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